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ABSTRACT 
Communication, publication or promotion to public can be 
categorised as paid news or unpaid news. Paid news represents 
advertorial, commercial information, promotion of products, etc., 
while unpaid news is information available in newspapers, 
magazines, websites or blogs. In line with the rapid development of 
ICT, social media and networking are also being used to propagate 
information to the public quickly. They can lead to positive impact, 
but certain news created/generated can lead to significant negative 
impacts.  
In Indonesia, social media provides opportunity for public 
engagement apart from being a political tool to drive public opinion 
and social mobilisation. However, social media produces news that 
can be categorised as fake news and framed news, especially those 
that come from untrusted resources or web sites.  
Fake news unquestionably delivers false facts in various fields 
including public understanding in science and technology. On the 
other hand, framed news is not always fake but leads to public 
misinterpretation. These phenomena enable ideological divergence 
among communities and have become a major concern in public 
communication of information. This situation challenges current 
internet governance, ethics and regulation in Indonesia. 
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Introduction 
Although we still get news from newspapers and magazines, 
much of the information nowadays also flows in through digital 
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channels. This news usually comes from trusted sources with 
clear identity of writers or reporters. The digital era has made 
propagation of information to the public much more rapid. The 
coverage area of flow of information is also wider and beyond 
the borders of a country or nation. This creates new forms of 
public engagement in communication through networking and 
social media.  
Communication, publication or promotion to the public can 
be categorised as paid news or unpaid news. Paid news 
represents advertorial, commercial information, promotion of 
products, etc., while unpaid news is information available in 
newspapers, magazines, websites or blogs.  
The growth of Internet users in Indonesia is significantly 
increasing every year. It was recorded by the Indonesian Internet 
Service Providers Association (APJII) that the Internet users 
reached 143.26 million in 2017, an increase of 10.56 million 
from 2016. Off that number, 87.13% are social media users. So, 
social media provides opportunities for spreading information 
and news, as well as serving as a social change tool. The 
government also uses social media to communicate and 
disseminate news and information to the public.  
Social media becomes a tool of public engagement as well as 
a political tool to drive public opinion and social mobilization. 
So, social media produces news that can also be categorised as 
fake news and framed news, especially those that come from 
untrusted resources of web sites. They can lead to positive 
impact, but there is news that also leads to significantly negative 
impacts. 
This paper discusses the way the digital information and 
news spreads, and the social media problems faced due to the 
negative impacts created by news, which is categorised as 
framed news and fake news. Fake news unquestionably delivers 
false facts in various fields including public understanding in 
science and technology. On the other hand, framed news is not 
always fake but leads to public misinterpretation. These phenomena 
are described as major concerns within public communication 
since they create negative impacts on the public. It is of enough 
concern for the government that has to come up with policies 
and coping strategies to eliminate the problems faced.  
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What is social media?  
The development of the Internet era has changed the manner how 
the public could gain information, communication, publication or 
promotion. The change is in the form of social media or online 
information. The information itself is developed in line with the 
advancement of information and communication technology as 
social media-based internet. As the internet access and social 
media propagate quickly to public, as so are paid and unpaid 
news spreading through social media. 
Social media is a collective of online communication 
channels dedicated to community-based input, interaction, 
content-sharing and collaboration. In the Internet era, social 
media has become an integral part of life online, with increasing 
numbers of social websites and applications. Social media is also 
used for business to market products, promote brands, connect to 
customers, foster new business; the service provided usually is 
paid for. Social media marketing takes the advantage of networking 
to help a business company in increasing brand exposure and 
broadening customer, as well as for customer research.  
Social media provides opportunity for public engagement as 
well as being a tool to drive public opinion, social behaviour 
change and social mobilization, e.g. political tools, campaigns, 
etc. For public news consumption, social media is a double-
edged sword. On the one hand, it provides low cost, easy access, 
and rapid dissemination of information, which leads people to 
seek out and consume news from social media. It significantly 
gives positive impacts. On the other hand, social media may also 
enable widespread dissemination of negative impacts of news, 
which is categorised as fake news and framed news, especially 
those coming from untrusted resources or url/web sites.  
There are many prominent social media available on the 
Internet. People can apply as a member, some are free, others 
have paid membership. The examples below are of free 
membership of prominent social media: 
• Facebook: Creating profiles, uploading photos, news, 
videos, communicating with others.  
• Twitter: Micro-blogging that allows members to broadcast 
short posts (tweets). The members can also follow other 
member users by using multiple platforms and devices. 
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• Wikipedia: Open content online encyclopedia, created 
through collaborative efforts, founded in 2001.  
• LinkedIn: Social networking designed for business 
community. The users can establish and document networks 
of people they know and trust professionally. 
• Instagram: Communication/sharing networking with other 
users through photos and videos.  
• YouTube: Website designed for sharing videos. Initially, 
only original content was allowed, but now it has become an 
archive to store video clips, songs, and to promote/market 
products.  
 
Social media policies 
For most social media channels, the developer usually releases 
policies and ethics to set expectations for proper behaviour of 
members and to ensure that their posting will not expose the 
person/company to legal problems, public embarrassment, hatred, 
etc. However, once the users become members of particular social 
media, they usually ignore these policies, ethics, terms and 
conditions.  
The policies and ethics are as follows: 
• Instructions to member that he/she should identify him/ 
herself with their private data, representative of a company at 
social networking websites. 
• Rules, security and terms of conditions, include the types of 
information that can be shared or protected.  
• Default settings that must be looked at when people create a 
social media account. 
• Authority over technical aspects that a particular social 
media has, and it is involved in setting up and in maintaining 
accounts.  
The examples of social media terms and conditions in 
Facebook: 
• Users can express themselves and distribute contents needed 
by other users, but have to follow security and safety of 
other users or the integrity of the Facebook community. 
• Users cannot use Facebook or its products to: 
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1. Violate community standard, policies, terms and conditions 
stated for the users. 
2. Disseminate fake news that is unsetting and misleading.  
3. Violate the rights of others.  
4. Upload viruses, damage performance, hack other accounts, 
ruin performance or product in Facebook.  
 
Social media network and communication 
It has to be noted that Indonesia does not have a national 
intranet; hence most of the computer communications use the 
USA network, which is internet operated by ICANN (Internet 
Corporation for Assigned Names and Numbers) and PTI (Public 
Technical Identifier). At the same time, the global social media 
highly used by Indonesian users are normally “foreign social 
media” (Facebook, Twitter, Instagram). 
Since the servers and the operator are not in the area of 
Indonesia and beyond the authority of Indonesia, it is difficult to 
identify the persons who upload news from such social media, 
especially when they spread fake or framed news. Moreover, 
those social media do not have to comply with Indonesian laws. 
Worse than the fake and framed news, the contents usually are 
copied and spread through inter-messaging service (WhatsApp, 
LINE, Hangouts), which are also operated from abroad. 
 
Fake news and framed news  
 
What is fake news? 
Fake news is information deliberately pushing propaganda, 
hoaxes, and intentionally misleading information, which is 
spread to public mostly through social media channels. It could 
be disguised as fictitious articles intending to generate profit 
through bait, fabricating content intending to go viral, rumours 
or gossip, etc. Fake news overlaps with other information 
disorders, such as misinformation (false, misleading) and 
disinformation (false information spread purposely to deceive 
people). However, fake news intentionally persuades consumers 
or readers to accept biased or false beliefs; fake news can also 
change the way people interpret and respond to real news. 
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Characteristics of fake news are:  
• The source is not trusted, is from a questionable domain/url.  
• It cites only one source or none. 
• The stories are formulated around speculation or single 
opinion, rather than multiple perspectives. 
• The facts are not proven with reports or statistics. 
• The language is sensational and/or embellished. 
• It states conspiracy theories. 
• It gives heavy partisan bias. 
• The news is not reported by any other news outlets. 
 
What is framed news? 
Framed news is described as an angle or perspective from which 
the news is told. The news is not the exact representation of 
reality, but rather a reconstruction from various angles of small 
sections of reality. Various issues may influence the news, how 
frames are created, such as: ideologies in societies, what is often 
considered ‘common sense’. Likewise issues such as race, class, 
gender of writers, editors, and audiences can influence framing. 
In fact, the reporter or writer does not necessarily lie or 
consciously distort the truth, but by covering particular stories 
using particular sources from a particular angle he/she constructs 
framed reality through a selective process.  
The characteristics of framed news are: 
• The assumptions in the articles to give favour in showing 
particular intervention. 
• The main sources of primary definers.  
• The language used for articles in the news. 
• The patterns or themes used or found in the news. 
• People or group representing in the news, as social group, 
minorities, “othering”.  
• Class and gender in society representation/portrayed. 
Fake news unquestionably delivers false facts in various 
fields including public understanding in S&T. On the other  
hand, framed news is not always fake but leads to public 
misinterpretation. These phenomena drive social mobilisations 
and social changes in Indonesia; enable ideological divergence 
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among communities and have become a major concern within 
public communication through social media.  
 
Social media network 
With 143.26 millions users in 2017 (54.68% of Indonesian 
population of 262 millions), of which 87.13% are social media 
users, the situation challenges current internet governance, ethics 
and regulation in Indonesia and other safeguard systems.  
Figure 1 shows the data from APJII about the population of 
internet users in Indonesia, the rapid growth of users from year 
1998 to 2017 is at Figure 2; and type of services they use is at 
Figure 3.  
 
  
Fig. 1: Population of internet users in Indonesia (Source: APJII) 
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Fig. 2: Rapid growth of internet users from 1998 to 2017 (Source: APJII) 
 
  
Fig. 3: Types of services the internet users used (Source: APJII) 
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Potential interventions  
The potential intervention used in order to eliminate the 
spreading of fake news and framed news from social media to 
the public is through the government, organisation, or individual. 
The first step of intervention is through the government in setting 
up policies and regulations needed, to reduce the dissemination 
of fake news and framed news. The government also has the 
authority of blocking any particular website if necessary. 
The efforts from the government are supported by organisational 
intervention, which gives socialization to social media platforms, 
such as: Twitter, Facebook, Instagram, Google+, etc. Individuals 
should also take part to be aware of fake or framed news they 
encounter.  
To give the policy platform of information and 
communication technology (ICT) exchange and transaction, the 
Government of Indonesia has released the Electronic Information 
and Transactions Law in 2008. In 2016 the Law has been 
amended by the Law of the Republic of Indonesia No. 19/2016 
about Amendment to Law No. 11/2008, about Electronic 
Information and Transactions. The Law includes ethics in 
applying ICT exchange and transactions. It gives legal power to 
the government to prevent the spreading of fake and framed 
news in social media, to block particular contents if necessary, 
and to sentence a person who violates the Law. 
Article 45 regulates actions that are prohibited, and actions 
need to be protected relating to the electronic information and 
transactions. Anyone who intentionally and without rights does 
the specified listed below, he/she will be charged/convicted with 
long sentence of maximum 6 years of imprisonment or fined 
maximum Rp. 1 billion (USD 70,000): 
 
• Distribute and/or transmit and/or make electronic information 
accessible and/or electronic documents is charged with 
violating decency. 
• Shares content leading to humiliation and/or harm to the 
name of a person. 
• Have a gambling charge.  
• Have load of extortion and/or threat.  
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• Spread false and misleading news that results in consumer 
losses within electronic transactions.  
• Spread information intended to cause hatred or hostility to 
certain individuals and/or groups of people based on 
ethnicity, religion, race, and intergroup (SARA).  
• Send electronic information and/or documents containing 
threats of violence. 
 
As the legal platform has been set by the government, it 
must be obeyed and supported by associations, communities, 
public and individuals. The government has the right to block 
particular content from any social media if necessary. The social 
media in fact is the main resource or site of fake news. They 
should be concerned to reduce the spread and negative impact of 
fake/framed news, since 87.13% of internet users in Indonesia 
get the information from social media.  
Google, Facebook and Twitter are the most popular 
mediators for news media, friends, and relatives. They can be 
used to socialize the terms, conditions and ethics to public, when 
the people use them for communication purposes.  
The Ministry of Communication and Information of Technology 
has the responsibility to do socialization in reducing fake  
news, although other institutes could also carry out their  
duties according to needs. A large area of Indonesia with big 
population, huge diversity of culture and knowledge, as well as 
digital divide makes the socialization more difficult to reach all. 
Instead of direct communication to the public, the socialization is 
given correspondingly through various media, such as TV, radio, 
newspaper, social media, etc. 
The socialization to social media users in noticing fake news 
involves asking them to check more carefully the news, and ask 
them to not spread the news if it is uncertain. They should:  
• Read the whole story, not just the headline. 
• Look at the source to make sure the source is legitimate. 
• Research the authors, are they credible? Are they real? 
• Examine the supporting sources, and see whether they back 
up the information. 
• Check the date, because it might be too old to be relevant to 
the particular news. 
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• Make sure it is not a satire and not be fooled by a joke. 
• Consider someone’s biases, someone’s beliefs are not 
always true. 
• Ask experts to see what the fact-checkers have found. 
 
Conclusion 
Fake news is a big problem not only in Indonesia, but also in 
most other countries. Although the government is hand in hand 
with other organisations to promote strong efforts to eliminate 
the spread of fake news, more efforts should be strengthened to 
safeguard the system. Strategic collaboration is still needed to 
work out the public awareness and understanding of proper 
ethics in communication, as well as inter-disciplinary research  
in socio-cultural behaviour in ICT and development of ICT 
applications and tools.  
The national internet network development must be 
considered important to the nation. It must be taken into account 
to redesign the ecosystem of information and communication, in 
order to achieve information and news culture that values and 
promotes truth. Moreover, the news should give positive impacts 
to the public, so that the public can recognise the value of social 
media information.  
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